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Abstract: 

Computer crime, Cyber-Crime, is any crime that involves a computer and a network. The 

computer may have been used either in the commission of a crime or be the target. Sometimes 

Cyber-Crimes are committed by criminals as a profession. However, in most of other cases 

specifically in terrorism, Cyber-Crime is an instrument for such organizations to facilitate their 

attacks. Hence, there is a need to concentrate on expanding counter-crimes’ and law 

enforcements’ knowledge and techniques to chase those kinds of crimes. Not only because 

inherently they are crime but also because this era known as the time of technology, Cyber-

Crime is a gateway for other criminals like terrorism to threaten the security of the world. In 

order to create a better understanding of current perception on global peace and international 

terrorism a qualitative survey study conducted in cooperation with the Religion Department of 

Lindenwood University. The survey was given to 80 students in World Religion, Islam and the 

West, and the History of Christianity courses at the end of the week. Lindenwood is a Midwest 

private school located in St. Charles, Missouri, in the USA. Among various Cyber-Crime 

organizations there is an organization, though faced with so many criticisms, that has done a 

worthy mission of fighting against Cyber-Crime. On the 23
rd

 of January 2011, a new branch of 

Iranian police was launched by Commander Ahmad Moghaddam, the head of the Iranian Police 

force. This new branch, called FATA, is the Cyber Police of the Islamic Republic of Iran which 

fundamentally monitors production and communication in cyber space. The establishment of this 

new branch created much controversy internationally which makes it remarkable for any security 

researcher to take a glance at FATA functions and performances. 

  



Introduction:  

Although technology has provided society with numerous advantages, it has caused 

several issues at the same time as well. The mid-to-late 20
th

 century has been known as the 

transition stage from the machinery era to information technology, in which networks with the 

ability of so-called military functions were developed based on sharing information. In this stage, 

globalization has enabled the impact of technological innovation to become a worldwide trend 

(Remtulla, 2010). Although many services that technology has provided for humans, this 

development has not always been in the right path to facilitate and assist people’s communities. 

In other words, sometimes the damage technology caused was more than its services. For 

example, the range of figures published for the costs of malware attacks range from the tens of 

millions of dollars for a single organization to hundreds of billions worldwide (Reich, 2012).  

At first, technology was supposed to enhance the quality of human life between various 

cultures by developing communication tools. However, today, the digital world is faced with a 

critical issue in how it is required to re-define virtual communications in the cyber world as 

communication and IT have affected all aspects of social life as well as the world of crime and 

criminal justice. Hence, having an active legal system to address and predict problems in 

cyberspace is critical for each government. 

 On the other hand, Cyber-Crime is a fast-growing area with numerous users of the 

internet who commit a diverse range of criminal activities that know no borders, neither physical 

nor virtual. Unlike in the past, most computers today are networked. Even the home laptop or the 

office desktop that facilitates internet surfing and access to a workgroup network is vulnerable to 

attack, 24 hours a day from virtually anywhere on the earth. Cybercriminals are very good at 

using many intermediary computers to cover their attacks, so tracing the source of the attack is a 



nontrivial problem. Although tools exist to help determine whether an attack is underway, they 

are not free. It costs time and money to install, configure, and monitor such applications. 

Furthermore, none of the attack detectors is foolproof. Cybercriminals often target theft of the 

data on targeted information systems (Ghosh & Turrini, 2010). In order to assess in which 

country users face cyber threats most often, Kaspersky Lab ZAO calculated how often 

Kaspersky users encountered detection verdicts on their machines in each country. Table 1 

provides an indicator of the aggressiveness of the environment in which computers work in 

different countries (Emm, et al., 2014).  

 



New trends in Cyber-Crime are emerging with costs to the global economy running to 

billions of dollars. These days, the world has faced criminal organizations and terrorists working 

with criminally minded technology professionals to commit Cyber-Crime, often to fund their 

illegal activities. These cybercriminal networks bring together individuals from across the globe 

to commit crimes on an unparalleled scale (Interpol, 2015). However, not only does the 

technology make organized crimes and terrorism increase the rate of their success in their 

activities but also they enjoy the discord and division which exists in the counter-crime world as 

well. Table 2 illustrates the major attacks that inflicted monetary damages (KPMG, 2011).  
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United Nations anti-drug official urging concerted global action to “break the vicious circle 

between insecurity and underdevelopment” being increasingly fueled by criminal networks, drug 

smugglers and human traffickers, the Security Council in the 6277th Meeting called on the world 

body’s Member States to increase international and regional cooperation to tackle transnational 

organized crime. In the statement, the 15-nation body also noted with concern the increasing 

link, in some cases, between drug trafficking and the financing of terrorism, including through 

the use of proceeds derived from illicit cultivation, production of and trafficking in narcotic 

drugs and their precursors, as well as illegal arms trafficking. The Council noted that in a 

globalized society, organized crime groups and networks, now better armed with high tech 

communications equipment, were becoming more diversified and connected in their illicit 

operations, which might aggravate threats to international security.  In such a context, the 

Council was particularly concerned by the emergence of Cyber-Crime. In his statement, 

Secretary-General Ban warned the Council that, so far, cooperation between Governments was 

lagging behind cooperation between organized crime networks. By referring to “so many blank 

spots on the radar screen, with deadly consequences”, he called for a change in attitude.  Indeed, 

it was time to regard information sharing as a way of strengthening sovereignty, and not 

surrendering it.  If police stopped at borders while criminals crossed them freely, sovereignty 

was already breached.  A more cooperative attitude would help establish networks to monitor 

illicit flows, share intelligence and carry out joint operations (Council Security, 2010).  

Being increasingly fueled by criminal networks, drug smugglers and human traffickers, 

the Security Council in the 6277th Meeting called on the world body’s Member States to 

increase international and regional cooperation to tackle transnational organized crime. In the 

statement, the 15-nation body also noted with concern the increasing link, in some cases, 



between drug trafficking and the financing of terrorism, including through the use of proceeds 

derived from illicit cultivation, production of and trafficking in narcotic drugs and their 

precursors, as well as illegal arms trafficking. The Council noted that in a globalized society, 

organized crime groups and networks, now better armed with high tech communications 

equipment, were becoming more diversified and connected in their illicit operations, which 

might aggravate threats to international security. Indeed, it was time to regard information 

sharing as a way of strengthening sovereignty, and not surrendering it.  If police stopped at 

borders while criminals crossed them freely, sovereignty was already breached.  A more 

cooperative attitude would help establish networks to monitor illicit flows, share intelligence and 

carry out joint operations (Security, 2010).  

Although, in 2010 the Security Council of the United Nations called for deeds more than 

words, in 2015, after almost five years, it is still questioning how criminals are unifying in their 

wrong manner while counter-criminal forces are dispersed and unorganized in their agenda they 

are trying to reach. Nevertheless, it seems so many scholars have not yet understood the 

sensitivity of the issue and still try to fuel disputes between countries and counter-crime 

organizations instead of helping the body to get into a unified attitude.   

For example, in its executive summary, an article published in 2012, reported: “The 

Computer Crimes Law of the Islamic Republic of Iran flagrantly violates international human 

rights law and is an affront to freedom of expression principles. Extensive legal reform, 

including the repeal of the Computer Crimes Law, is urgently required to protect the right to 

freedom of expression in Iran.” (Article 19, 2012) Also, Smallmedia UK reported, “the first 

organization, formally known as the police of the Space for the Production and Exchange of 

Information, has reached such a level of international notoriety that it was designated under the 



sanctions regimes of the United States and the European Union earlier this year for human rights 

abuses, particularly for its role in the brutal death of the blogger Sattar Beheshti.” (Anderson & 

Small media, 2013)  

Surprisingly, internet is occupied with many reports on different web-pages containing 

so-called fact sheets, as was mentioned before. However, the truth is that in the current era of 

globalization, organized criminal networks had become more diversified and connected. Such 

transnational threats have been a growing concern and might threaten the security of countries 

including nations trying to recover from conflicts. Along with all of these probable evidences 

spread in networks about Iran, it seems there is a missing piece of the puzzle that other authors 

have not mentioned yet.  

In fact, almost every other article contains the abuse of human rights in Iran but none of 

them has mentioned that Iran, while suffering from the aftermath of an eight-year war with Iraq, 

and geographically surrounded by various terrorist groups in the region, and is under sanctions 

from regimes of the United States and the European Union, has still been able to protect its 

borders successfully. For example, in 2010 the leader of Jundullah, Abdolmalek Rigi, was 

captured by Iran’s officials successfully. Jundullah, or Soldiers of God, were recognized 

responsible for bombings that killed scores of Iranians including Iranian soldiers (Tamadonfar, 

2015).  

  



Table 3 published by Kaspersky Lab in 2015 shows that Islamic Republic of Iran is one 

of the two countries with high infection rate (Shamah, 2015). 

 

 

  

Table 3 



 

Also, another study shows the Islamic Republic of Iran, located in the third place after 

France and the USA, was among the top 20 affected countries by victim IP (Emm, et al., 2014). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Therefore, as a researcher on current criminal justice and Law Enforcement, the exchange 

of information toward the unity and integrity of the counter-crime world would make it 

worthwhile to take a look at Iran’s security system, especially in the cyber field, to learn how 
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they were successful in protecting themselves while simultaneously being in the Iran-Iraq war 

and isolated by sanctions from the world’s powers after the country’s revolution in 1979.  

To better understand the point of this article, it should be noted that unfortunately there 

are not enough available resources in Iran’s security system, especially in the Cyber-Crime area. 

However, data can be gathered from sources that have been released in different ways, such as 

reports or videos by the FATA official website as well as the researcher’s own observation of 

living in Iran over the last 25 years.  

A Brief Overview 

FATA, Police of the Space for the Production and Exchange of Information, is the cyber 

unit of the Iranian national police force. The unit was founded in January 2011 on the orders of 

the national police chief and in compliance with the Cyber-Crime Laws passed by the Iranian 

parliament, Majlis, in 2010. Some criticisms believe that before the FATA Police was created, a 

branch for dealing with cyber offences such as internet fraud was run by the Iranian police.  

Therefore, the replication of all this work and creation of similar organizations to deal with the 

same matters, naturally leads to one being eventually dismantled or becoming meaningless 

(Amins, 2011). However, an overview of news published in the media and comments made by 

Commander of the FATA Police describes the significant objectives of establishing a new 

branch of Iranian Cyber Police. Which were to secure cyber space, to protect national and 

religious identity or community values, to protect legal liberty and preservation of interests, to 

create national authority in cyberspace, to protect national critical infrastructure against 

electronic attacks, and to assure people in all legal affairs such as economic, social and cultural 

activities in order to preserve national power and sovereignty. It is said that such actions came to 

the center of attention particularly after the Stuxnet worm infiltrated the nuclear network of Iran.  



A worm is a piece of malware that can self-propagate throughout a network. The Stuxnet 

worm was amid for file extensions found within its code. The payload portion of the code was 

the purpose behind infecting the systems and what truly makes Stuxnet a cyber-weapon instead 

of just an advanced piece of malware (Association Cyber Conflict Studies, 2012). The graph 

related to the geographic distribution of infections illustrate the states targeted by the malware 

and the Stuxnet worm (Shearer, n.d.). 

 

 

 

 

 

 

 

 

 

 

 

 

Moreover, expansion of computer crime in the world, especially in countries that have 

the most internet and computer users caused governments to consider a legal mechanism to 

conduct investigations to combat such crime. For example, the 2001 Budapest Convention can 

be pointed out as one of the main international conventions organized in this field. Actually, 

understanding the changing nature of this field plays a crucial role. Every single day the world is 
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barraged with more cases, new security alerts, new vulnerabilities and methods to exploit those 

vulnerabilities, and changes in laws. It becomes more and more difficult to decide what to keep 

and what to exclude because the reality is that Cyber-Crime changes almost on a weekly basis 

(Donovan & Bernier, 2008).  

The reasons for developing the cyber police of Iran was to enhance the national 

communication and information technology infrastructure and to provide a safely protected area 

for users of the internet and other communication tools such as fixed telephone lines, cellular 

phones, national and local data networks, and satellite communications (Paganini, 2013).  

 

In the above table, table 5, provided by INFOSEC Institute are proposed some figures 

relating the total expense of the most active countries in Cyber Warfare. Thus, one of the other 

points usually overlooked about this unit of Iranian law enforcement is that FATA is the Cyber 

Police of Iran. In other words, it should be known that most of the efforts are focused on 

discussions about how Cyber-Crime impacts people on an individual basis, but it would be 

remiss not to mention the concerns about cyber terrorist initiatives. It is well known and widely 
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reported in how highly skilled terrorist organizations are focusing more and more on attempting 

to penetrate vulnerable cyber infrastructures. The weaker a country’s cyber infrastructure, the 

more vulnerable it is to be attacked. Hence, the Cyber Police of Iran, FATA, has the burden of 

two main responsibilities: war on Cyber-Crime and war on cyber-terrorism. Since the Centre for 

Combating Organized Crime of Iran, called GERDAB, is the center associated with the defense 

headquarters of the Islamic Revolutionary Guards Corps, established in 2007, FATA is working 

closely with this organization to counter cyber terrorist attacks.   

The main structure of this cyber police is operational. In other words, this unit uses a 

number of valuable human resources and operational equipment in order to secure cyber space 

and to confront crimes. However, it seems making a good public relationship or having a good 

public policy is one of the key methods FATA has taken.   

Building a Good Public Policy: the successful method of FATA 

Unfortunately, there is a growing distrust between the community and the police today. 

Unfavorable or bad police image is robbing the police of the community’s support. Therefore, 

police-public relations programs professionally organized by police organizations may help to 

serve as an instrument through which mutual respect and understanding instead of fear and 

avoidance might be developed (Reddi, 2014). Among all of the police-public relations that 

researchers have discussed, it seems two of them are really important. The first one is the role of 

police in democratic polity, public accountability and answerability and the second one is police 

relations with the media. Accountability is seen to be a dialectical activity, requiring officials to 

answer, explain and justify, while those holding them to account engage in questioning, 

assessing and criticizing. It thus involves open discussion and debate about matters of public 

interest and so becomes equated with the principles of deliberative democracy. Moreover, the 



activities of questioning and answering implicit in such accountability undoubtedly entail a key 

role for explanation and justification (Mulgan, 2000). While answerability is an important aspect 

of accountability in its common, everyday use, it is a conceptually thin version of the term that 

reduces it to a form of generic behavior that is meaningless out of the context (Frederickson & 

Ghere, 2005). If these two issues could be fixed, it would solve the gap between the police 

administration and the public. 

Hence, in reaching the goals of the police, a strong and enduring relationship needs to be 

built between the police department and public to reach the goals of law enforcement. Although 

there were three main obstacles in front of the new branch of Iranian Police, it seems FATA has 

been successful to build noble public relations between its employees, community, and the 

media. To make it clear, it should be noted that Iran has a national broadcasting system which 

means the radio and TV is run by the government. Thus, the first problem is that FATA had to 

convince people whatever information released through national radio and TV is based on truth 

and not a fake. The second problem was external or foreign media which almost in a united form 

advertise against the Islamic Republic’s performances in any possible way. This second problem 

makes FATA’s efforts in solving the first one even more complicated. In fact, FATA had to pick 

a strategy to build a healthy and true relationship with the nation while some of its people were 

suffering from lack of trust and confusion with the media, nationally and internationally. In 

addition, the third problem they faced was the poor situation Iran was in because of the sanctions 

that the United States and the European Union designated against the Islamic Republic. In other 

words, FATA started its responsibility in a country that was under economic and educational 

sanctions caused by regimes of the United States and the European Union and convicted for 

human rights abuses by international media and organizations. In this atmosphere, FATA had to 



persuade Iranians that cyber-attacks threaten every Iranians’ privacy and homeland security and 

there is a need for the nation to get mobilized to face cyber criminals and terrorism.   

To solve the puzzle in how FATA could achieve successful police-media-people 

relations, it should be considered that the organization started to build a healthy culture in society 

by an amazing program named “Police Helpers.” The history of Iranian police helpers goes back 

to 2007 when the Traffic Police of the Islamic Republic of Iran campaigned a new program with 

the cooperation of the Education Department in teaching students mostly from the ages of 7 to 15 

about nine main traffic violations committed by their parents and other adults during driving. In 

conclusion, the three traffic violations that the student-police helpers were focused on had been 

wearing the seatbelt, using cell phones while driving, and high speed violations (Souri, Eini, 

Montazeri, Omidvari, Jahangiri, & Shiran, 2010). Based on the successful results the Traffic unit 

of the police got, FATA started to get more high qualified police-helpers among people from the 

ages of 15 to 65. Surprisingly, while other government organizations in Iran require a candidate 

for such a position to be Muslim, in the website of the police-volunteers of FATA this 

requirement has been omitted. One of the main requirements needed to be a FATA volunteer 

helper is to follow the Constitutional Law of the Islamic Republic of Iran (FATA, 2015). This 

changing in strategy is unique of its kind. It made people from different classes and beliefs in 

society to trust more in the cyber-police unit and be more willing to cooperate with the unit. Not 

only is being a Muslim overlooked as a requirement, but also an individual who is from a non-

law-abiding family with criminal records while the candidate himself has a clean record can also 

be accepted by FATA as a police-helper. Also, at the end, police-helpers are asked to open a 

bank account with the Ghavamin Bank, the bank of the Iranian Police, which means police-

helpers is not a volunteering job, and in some successful missions police-helpers may be paid. 



These three big steps that FATA went through could help in building a closer police-public 

relationship, because it provided proof for the civilians that FATA’s mission is in protecting 

Iran’s homeland security regardless of religious beliefs and it also showed that they were willing 

to use the help of a large, professional and individualized group from the public. At the same 

time, having such a group from the people for people’s own safety was one of the best ways to 

face with media’s unfair advertising against Iran’s police. Here is the point that in order to fix the 

outside world you should fix the inside world first.  

It is important to keep in mind that not only are teenagers using computers and the 

internet, but they are also increasingly using mobile phones as well. In 2009, 75 percent of teens 

between the ages of 12 and 17 years owned a cell phone, compared to 45 percent in 2004. In fact, 

cell phone texting has become the preferred channel of basic communication between teens and 

their friends, and cell calling is a close second (Lenhart, Ling, Campbell, & Purcell, 2010). 

Children who reported having at least some level of control of their internet use by parents at 

home were less likely to pass personal information and pictures to unknown chat contacts than 

those without parental supervision. This has implications for the restrictive mediation strategy so 

readily employed in the USA. The restrictive mediation strategy may not be effective in the types 

of activities children choose online, but it does seem to have an impact on some safe online 

behaviors for children in this age group (Vangelisti, 2012).     

In fact, FATA found out how to use the great potential of teenagers and youth like a 

bridge to build better public relations. There are some dangerous gaps going on at schools among 

teenagers that parents are not aware of, and in most cases even the schools’ employees cannot 

discover it and aid them. An example of such an issue could be cyber bullying.  Also, there 

would be a generation gap between parents and their children in the using of new technology in 



general. Therefore, by having a cyber-army employing people from the age of 15 to 65, FATA 

was able to fill those three gaps: the gap between the teenagers themselves, the gap between the 

young generation and the adults (who are more alert of possible dangers) and the gap between 

the public and the police force. It seems this theory is based on the common thought that 

whatever public opinion comes from regular people is more understandable by the people. Thus, 

students who know something wrong is going on between their classmates and are afraid to 

inform their guardians or teachers to take them out of that trouble, they may be more comfortable 

to talk about the problem with a classmate instead of the adults. Although much of the research 

attention has been on deviant peer influence, researchers should not neglect the phenomenon of 

positive peer influence. Indeed, peers can influence one another in positive and prosocial ways as 

well. Peers can influence each other’s prosocial behaviors simply by being nearby during times 

of need. Prosocial behaviors are positive responses intended to help or benefit another person or 

group and are often intended to put another person in a more positive state. Peers also influence 

prosocial behavior through modelling and social learning among both young children and 

adolescents (Salkind, 2008). Hence, having an alert and aware peer who is able to help would be 

useful in solving the problem.  

To solve the national media problem discussed in public opinion, FATA started to make 

a series of animations produced to educate cyber users about IT security. These cartoons have 

special characters challenging cyber security issues. In each episode of the cartoon, a problem is 

discussed, the situation is described, and at the end a proper solution is given, usually by the 

presence of a cyber-police (the hero) officer into the scene. These animations in a series have 

been successful in enticing their audience, especially children for two reasons: (1) having good 

quality by using professional animation techniques and (2) having such interesting stories with a 



child’s involvement in most of the cases. Actually, mutual awareness has been identified as 

crucial for enhancing social presence, so it would be important that students, children or 

audience generally, attend to the message. Moreover, the feedback about the incoming message 

should be perceived promptly, as this could encourage a reply. Therefore, animation is an 

important visual attribute that might enhance the perception of other visual information such as 

system feedback and might contribute to shortening the response time to the incoming message 

and system updates (Tzanavari, 2010). On the other hand, utilizing animations to educate people 

in general and children specifically may persuade them in two ways; firstly by educating 

children, the next generation is trained and internalized by the common values of society straight 

from their childhood and, secondly, children may act like an alert system to notify their parents 

of a possible risk at the proper time. 

In addition, every year NAJA, the Iranian Police, holds the International Police, Safety 

and Security Equipment exhibition in Tehran called IPAS. The Iran Police Force Cooperative 

Foundation was established in 1996 with the purpose of meeting the living requirements of 

police force personnel. NAJA Cooperative Foundation has performed commercial, production, 

civil, economic, trading and service activities according to articles of association and will spend 

its income for meeting the personnel’s welfare requirements, for this reason, NAJA Cooperative 

Foundation has yet established several 16 companies and 8 institutes. Najipas Company always 

tries to properly perform allocated assignments to attain high purposes and eminent ideals of 

Police Force Cooperative Foundation to optimally use all facilities in a scientific and efficient 

organization. The object of the exhibition is meeting the main part of the police force and its 

personnel's requirements out of local and foreign resources, mobilizing manufacturing, 

promoting level of social security equipment, applying proper technologies for economic 



feasibility, updating quality and quantity development and promotion of  police equipment and 

using world modern technologies, cutting off the middlemen, engagement and establishing direct 

relationship between consumer and producer, and Introducing to the most modern technologies 

in the field of police, safety and security equipment and harmonizing it with local requirements 

(IPAS, 2015). Exhibiting FATA’s achievements is one of the most important parts of the event. 

Moreover, every individual can visit the exhibition and sometimes schools plan to take students 

to the event as a school project. Also, there are some police officers as expert counselors who 

offer safeguards in utilizing cyber equipment to individuals, especially parents. Having such an 

exhibition helps out constructing tight public relations as people with their family can participate 

in it to see the law enforcement’s achievements and the most recent security techniques as well 

as visiting police personnel in a warm and friendly atmosphere. 

Global peace: the best option toward countering terrorism and organized-crime 

Global peace and action toward countering terrorism has been steadily deteriorating over 

the last years; new trends emerging with costs to the global economy running to billions of 

dollars. These days, the world has faced criminal organizations and terrorists working with 

criminally minded technology professionals to commit, often to fund their illegal activities. 

These cybercriminal networks bring together individuals from across the globe to commit crimes 

on an unparalleled scale. One of the main reasons for the global decline in peace has been 

increased terrorist activity, which has been driven by high profile Islamic terrorist organizations 

such as the Islamic State (ISIS), Boko Haram and Al-Qaida. Both the scale and the intensity of 

terrorism has substantially increased. On the other hand, this directed it easy to draw simple 

conclusions about the link between religion and violence today. 



In order to create a better understanding of current perception on global peace and 

religion a qualitative survey study conducted in cooperation with the Religion Department of 

Lindenwood University. The survey was given to 80 students in World Religion, Islam and the 

West, and the History of Christianity courses at the end of the week. Lindenwood is a Midwest 

private school located in St. Charles, Missouri, in the USA. Forty-six out of 80 participants in the 

survey were female and 35 male. This study is a qualitative study; to determine the list of 

questions common themes of discussion and opinions expressed were identified and reviewed by 

the researcher in collaboration with the chair of the Religion Department.  

The questions and answers are listed in the table as followed: 

 

The statistical analysis detailed in this report reveals that the question if International 

cooperation is necessary in order to bring together the financial, diplomatic, and intelligence 

tools necessary to address international terrorism was posed with the following results. 

Questions (n=80) Strongly 
Agree 

Agree Undecided Oppose Strongly 
Oppose 

International cooperation is necessary in order to bring 

together the financial, diplomatic, and intelligence tools 

necessary to address international terrorism. 

46.25% 35% 15% 3.75% 0% 

Taking sides in the battles of other nations attracts 

negative attention. The less we are involved in the 

affairs of other nations, the more secure we will be. 

5% 23.75% 35% 31.25% 5% 

Using our economic and military power around the 

world is necessary to assure our nation’s safety and 

security. 

15% 41.25% 18.75% 20% 5% 

Using our economic and military power around the 

world creates more enemies than friends. 
11.25% 32.5% 31.25% 22.5% 2.5% 

We should cut foreign aid programs and reduce our 

military presence abroad especially in the Middle East; 

even if this means that we will lose influence in world 

affairs. 

7.5% 16.25% 30% 37.5% 8.75% 

We should take the war on terrorism to any nation that 

harbors international terrorists; even if this means that 

we are acting alone and we lose the support of other 

nations. 

5% 11.25% 37.5% 35% 11.25% 

Religion plays a major role in international terrorism. 25% 37.5% 22.5% 11.25% 3.75% 



Strongly Agree 
15% 

Agree 
41% 

Undecided 
19% 

Strongly Oppose 
20% 

Oppose 
5% 

Using our economic and military power around the world is necessary to assure 

our nation’s safety and security. 

Strongly Agree Agree Undecided Strongly Oppose Oppose

 

Through the question contains using economic and military power around the world is 

necessary to assure our nation’s safety and security, 36.25% think that taking sides in the battles 

of other nations is necessary to keep ourselves more secure and 35%  have not decided yet. 

Moreover, 56.25%, more than half believe using our economic and military power around the 

world is necessary, Strongly Agree or Agree, to assure our nation’s safety and security while 

18.25% have not decided yet and 25% disagree, Oppose or Strongly Oppose.  
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However, 43.75% think using our economic and military power around the world creates 

more enemies than friends. On the other hand 46.25% oppose or strongly oppose with cutting 

foreign aid programs and reducing military presence abroad especially in the Middle East; even 

if this means losing influence in world affairs. In addition, 30% preferred to stay neutral about 

cutting foreign aid programs and reducing military presence abroad. 46.25% strongly opposed or 

opposed with taking the war on terrorism to any nation that harbors international terrorists, even 

if this means acting alone and losing the support of other nations. More than 30% of the surveyed 

students have not decided to take the war on terrorism to any nation that harbors international 

terrorists yet. The cornerstone was the question about the relationship between religion and 

terrorism: does religion play a major role in international terrorism or not? During the study 

62.5% strongly agreed or agreed that religion plays a major role in international terrorism. While 

22.5% preferred to stay neutral and chose to be undecided about the relationship between 

religion and its role in international terrorism. Also, only 12 people or 15% thought religion does 

not play a major role in international terrorism. 

  



Quantitative analysis has revealed that many of the commonly made statements 

surrounding the relationship between international and local cooperation in countering the 

terrorism are not supported by the analysis contained in this paper. As a result, as the first graph 

shows, more than 79% thought international cooperation is necessary in order to bring together 

the financial, diplomatic, and intelligence tools necessary to address international terrorism. 

Moreover, 56% thought using economic and military power around the world is necessary to 

assure nations’ safety and security and more than 57% agreed or disagreed that religion plays a 

major role in international terrorism. As a result, terrorism poses a serious threat to international 

security and the lives of individuals all around the globe. To stand in front of terrorism a new 

worldwide counter-terror plan is required. What counter-terrorists need instead of intelligence is 

smartness. Professionalism of terrorist and criminal organizations brings up the idea that 

counter-crimes to retaliate and impact criminals and terrorists with improving the forms of their 

methods. These methods are operative approaches which improve the efficiency and 

effectiveness of traditional anti-terrorist’s operations. It means more communication between 

international counter-terrorist organizations with intelligentsia as well as public involvement and 

acknowledgement is required. 

Conclusion:  

FATA enjoys well-skilled, motivated, and highly educated employees. As a matter of 

fact, there is a growing distrust between the community and the police nowadays. Unfavorable or 

bad police image is robbing the police of the community’s support. Therefore, FATA’s scholars 

by utilizing three main techniques could enhance and improve police-media-people relations: 

police-helpers program, series of animations, and an IPAS exhibition to rebuild a relationship in 

society based on trust. Besides that, the organization was successful in educating people on cyber 



police services, its problems, limitations, and difficult situations. Consequently, Iranians are 

more alert and acknowledged about possible cyber-attacks including cyber-terrorism which is a 

big movement of its kind. In other words, repairing and making excellent communication was 

the best method FATA chose to use. As Gilbert Amelio said, “developing excellent 

communication skills is absolutely essential to effective leadership. The leader must be able to 

share knowledge and ideas to transmit a sense of urgency and enthusiasm to others. If a leader 

cannot get a message across clearly and motivate others to act on it, then having a message does 

not even matter” (Leonard & Trusty, 2015).   

Iran might be shown and viewed as a threat to the world but keep in mind this “threat” 

fought with Sadam Hussein for eight years which was twenty-three years before the World’s 

Powers accused Saddam of possessing weapons of mass destruction and having ties to Al-Qaeda 

(Wallenfeldt, 2012). Which means both Iran and the World’s Powers were on the same path at 

those times. Also Iran, the regional Shia power, has seen ISIS as a threat, while ISIS regards 

Shias, therefore Iranians, as heretics who should all be killed. It should be noted that ISIS forces 

are merely 25 miles away from the Iranian border, and they have yet to advance or enter into 

Iranian territory. In Iraq, the Iranians themselves have played a key role in countering ISIS. 

Revolutionary Guards have advised Iraqi security forces, Iranian pilots have carried out air 

strikes, and Iranian-backed Shia militia have been mobilized. In addition, Tehran joined 

Washington in withdrawing support for Iraqi Prime Minister Nouri Maliki in August (Stone, 

2014). This shows their great defenses and intolerance of terrorist groups. ISIS is a clear 

transnational threat that demands a transnational solution. Iran has considerable experience 

fighting against ISIS in Syria and Lebanon and can offer much assistance to those who seek to 

eradicate the threat posed by the militant group (Gideon, 2015). Moreover, since the war began a 



few months ago, several reports indicate that the Iranian Army has been involved in clashes with 

ISIS forces (Spark, 2014). They do all of this because Iran knows if ISIS takes over Iraq, then it 

would be Iran’s turn to become broken. The terrorist groups could become like a cancer, 

spreading throughout the world and wreaking havoc. Consequently, if Iran is taken over, it 

would be the other parts of the world’s turn to be broken by ISIS and other terrorists. 

Therefore, because of the cross-cutting nature of cyber-crime and terrorism, a system-

wide response is needed. To have a safer world, more deeds are needed rather than words. “If 

police stopped at borders while criminals crossed them freely, justice would already be 

breached.  A more cooperative attitude would help establish networks to monitor illicit flows, 

share intelligence and carry out joint operations”. Maybe instead of isolating Iran and Iranians in 

the cocoon they made around to protect themselves from the world, it is the time to let them out 

and then we might be able to stand in front of transnational crimes and terrorism all together 

more successfully.    
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